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CHEBYSHEV APPROXIMATION BY RATIONAL
EXPRESSION FUNCTIONS OF TWO VARIABLES

The method for constructing of Chebyshev approximation by rational
expression for function of two variables is proposed. Idea of the method is

based on constructing the boundary power-average approximation in L"
norm with p — o . Least square method with two weight functions is used
to construct of this approximation. One weight function ensures the con-
struction of power-average approximation, and another refines parameters
of rational expression by linearization scheme. Iterative refinement of
weight functions values is proposed. Results of test examples solving con-
firm the effectivity of proposed method.
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MOPIBHAJIbHUA AHANI3 AITTOPUTMIB LUM®PYBAHHA
NTRUENCRYPT TA NTRUCIPHER

Acumerpruuna cuctema mmdpysanHsi NTRUEncrypt 3amporio-
HOBaHa B 1996 p. Ta € 0fHi€I0 3 HAUIIBUIIINX TIOCTKBAHTOBHX M-
pocucteM. Bona BxmoueHa no ctanmapty ANSI X9.98-2010 Ta €
HPOTOTHIIOM LIMPOKOTO KJIACy KPHUMTOCHCTEM 3 OJHOMMEHHOIO Ha-
3BOIO, CTIHKICT SIKMX 0a3yeThCs Ha CKJIAJTHOCTI 3HAXOPKEHHS KOPO-
TKUX BEKTOPIB B JAeskux pemritkax. Kpunrorpadiuni BracTHBOCTI
mmdpocuctemu NTRUEncrypt nocraTHeO MOBHO mocimijukeHi, a il
ocTaHHI MoaMQiKalil MpeACTaBIeHO Ha MOToYHOMY KOHKypci NIST
13 CTaHAApTH3ALI] TOCTKBAHTOBUX ACHMETPUYHUX AJITOPHTMIB IIH(-
PYBaHHsI, iHKancyJsil KI04iB Ta HU(GPOBOTO MiIUCY.

OpHi€ro 3 akTyanbHHX 3a[a4 Y Taily3i KPUIITOJIOT] € CTBOPEHHS
CHMETPUYHHUX IMH(PPOCUCTEM, CTIHKICTh SIKUX, aHAJIOTTYHO aCHMETPH-
YHHUM, 0a3y€eThCs Ha CKIIAJJHOCT] PO3B’sI3aHHI JINIIE OJIHIET KOHKPETHOT
3amaui (Hanpukian, mit RSA nie — 3amava ¢akropusanii ducen). Y
3B’s13Ky 3 ImM B 2017 p. Ha 6a31i NTRUEncrypt 3anpornonoBana cume-
tpuuHa mmdpocuctema NTRUC ipher, 1s sikoi mpoBeneHo nomnepen-
Hilf aHaJ3 CTIMKOCTI Ta 3aMpPOIOHOBAHO AJTOPUTM BHOOpPY Hapamer-
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piB. Ilopsin 3 TuM, y noBenenni CPA-cTiliKocTi anroput™y Iupy-
BaaHss NTRUCipher MicTATECS CyTT€EBI TIOMIJIKH; IO TOTO JK 3aJIMIIA-
€ThCSl HE BUPIMICHOIO 33jiada IOPIBHSUIGHOTO aHAI3y MIH(PPOCHCTEM
NTRUCipher Ta NTRUEncrypt 3a CTifiKiCTIO Ta IPaKTUYHICTIO.

Mera mi€i poOOTH — MpPOBEICHHS MOPIBHAIBHOTO aHAJI3y 3a-
3HaYeHHX IIH(POCHCTEM, a TAKOXX KOPEKTHE OOIPYHTYBAHHS YMOB,
mo 3abe3neuyrore CPA-crifikicts mmdpocuctemun NTRUCipher.
OKpeMHM pPe3yNIbTATOM € aHATITHYHI OLIHKK HMOBIPHOCTI TOMUITKO-
Boro po3mudpysanss nosigomnens s NTRUCipher, mo € Bax-
JIMBUM JUTSl HAJISKHOTO BHOOPY MapaMeTpiB mmQpocucTeMu HpH ii
MPAaKTUYHOMY 3acTocyBaHHi. [lokazaHo, 110 3Ha4eHHS HMOBIPHOCTI
TIOMIJIKOBOTO  pO3IIM(PYBaHHS IIOBITOMIICHb Yy IIH(POCHCTEMI

NTRUCIpher smiHmoeTbes B Mexax Bz 2> 10 27 BogHouac K
3Ha4yeHHs miei imosipHocTi s mmppocucremu NTRUENCrypt 3mi-

: -160 -74 : . :
HIOETHCS B MEXKax BiJ 2 mo 2 . Kpim Toro, oTpuMaHi OIiIHKA

He 6a3yIoThCsl Ha )KOJHNUX CBPUCTHYHUX HPHUITYIIICHHSX.

KawuoBi ciaoBa: nocmxeanmosa xpunmoepagis, NTRUEN-
crypt, NTRUCipher, iimosipricms nomMuiko8020 po3uugpyeanis,
CPA-cmitixicme.

Beryn. OpHiero 3 akTyadbHHUX 33qay y Tajidy3i KPHIITOJIOTII € CTBO-
PEHHSI CHMETPHYIHUX MIA(POCHUCTEM, CTIHKICTh SIKHX 0a3y€eThCs Ha CKIIAIHO-
CTi PO3B’SI3aHHI JIMIIIE O/IHIE€T KOHKPETHOI 00YHCITIOBAIbHOT 3a1a4i. [1pukia-
nom takoi mudpocucremn € NTRUCipher [1], o sBisie coboro cumeTpud-
HU aHasor BimoMoi acumetpraHoi mudpocucremu NTRUEncrypt [2]. ITo-
nepezHiit anamis criiikocti NTRUCipher, npoBenenuii B [1], MiCTHTB CyTTe-
Bi moMmiiku. KpiM TOro, 3auiaeTbcs He BUPINICHOIO 3a/1a4a MOPiBHAIBHO-
ro ananmizy mudpocucrem NTRUCipher ta NTRUEncrypt 3a crilikicTio Ta
MPaKTUYHICTIO.

Meta po00TH — TIPOBEJCHHS MOPIBHAIBHOTO aHANI3y 3a3HAUYCHHUX
mH(PPOCUCTEM, a TAKOXK KOPEKTHE OOIPYHTYBAaHHS YMOB, IO 3abe3medy-
1ot CPA-criiikicts mudpocucremu NTRUCipher. Okpemum pesynbra-
TOM € aHANITHYHI OI[IHKH WMOBIPHOCTI IOMHIIKOBOTO pPO3MIH(PYBaHHS
noigomiieHs uis NTRUC pher, ki He 6a3yl0Tbesl Ha KOIHUX €BPUCTHY-
HUX MPUITYICHHSX.

O3HauyeHHsI OCHOBHHUX NOHSTH Ta 3arajbHUi onuc mudpocucrem.
Hexait n ta q — B3aeMHO IpOCTi HaTypajbHi yMcha, N,q >3,  He Ai-

muthest Ha 3. Tlo3HaunmMo Z, Kislblie KIIACIB JIMILIKIB 32 MOTYJIEM (| , €NEMEH-

TH SIKOTO OTOTOXXHHMO 3 MUIUMH YHCIaMH, [I0 HAIEKATh IHTEPBATY
[-(g-1)/2,(g—1)/2] nnst vemapHOro ( Ta iHTepBany [—q/2,q/2—-1] mis

napuoro q . [losnaanmo R, o =Z,[X]/( x" —1) — Kinble 3pi3aHuUX MOJTIHO-
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MIB CTEIleHsI HE BHILE N Haj KUIBLEM Z,, R, — MHOXHHY 000pOTHHX

n,q
€JIEMEHTIB Kutblsl R, q-

Hexaif S — MHOXWHa BCIX MaJHX MOJIHOMIB (KOe]iLlieHTH SKHX
HanexaTs MHOKHHI { -1,0,1}) cTenens He Bumie n, S, — meBHa Qikco-
BaHa IMiJIMHOXKMHA MHOXWHH S . [l OyAb-SKMX HATYpalbHUX YHCEN
d;,d, MO3HAYMMO Sy 4 — MHOXHMHY BCiX MaJlMX IOJIHOMIB CTeIICHs He

BHUIIE N, cepell KOoeQilieHTIB SKUX € TOYHO d;, 110 JOpiBHIOWOTH 1, Ta
TO4YHO d, , IO AOPiBHIOTH —1.

B tabn. 1 HaBenmeno o3nauenns mudpocucrem NTRUCIpher [1] Ta
NTRUEnNcrypt [2]. Sk BumHO 3 TaGuuii, 0OMABI MIH(PPOCUCTEMH MAlOTh
cxoxy OymoBy. Ilpu nmsomy B NTRUCIipher BukopucTOBYETBCS TLTBKH
CEKpETHHI KIII0Y, [0 € y JABa pa3H KOPOTILIE CEKPETHOro Kiroya mudpo-
cucremu NTRUENCrypt. Otxe, OCHOBHUMHU KPHUTEPisMH, 33 SKHMH IpPO-
BEJICHO MOPIBHSIBHUHN aHai3 3a3HAUCHHUX MU(PPOCUCTEM, €:

1) wmanicth HIMOBIPHOCTI MOMHIJIKOBOTO PO3IIH(pyBaHHS TOBIIOMIICHb [3, 4];
2) YMOBH CTiMKOCTi BiZTHOCHO aTak Ha OCHOBI MiJiOpaHUX BiIKPUTHX IO-
Bigomiens (CPA-criiikocTi) [5].

Tabmuns 1
Onuc wugppocucmem NTRUENcrypt ma NTRUCipher
NTRUEnNcrypt NTRUCipher
ACHMETPUYHHMI AJITOPUTM CHUMETPHYHUH allTOPUTM
muppyBaHHS mppyBaHHS
CEKpeTHUH KIII0Y: CEeKpPETHUHN KIII0Y:
(F,q9), ne F e ded € TaKuM, 10 Fe ded € TaKuM, 0
f=1+3F R, ; 0€S4,, a0 f=1+3F R,
d'=|n/3]
BIIKPUTHH KJIIOY: _
h=3g/ f (obuncimoeTsest B KUTBIT R;,q )
ITOPUTM 3alIH(POBYBAHHS: ANTOPUTM 3aI(POBYBaHHS:
E, (m,r)=(m+rh+3e)modq, E, (m,r)=(m+3r/ f +3e)modq, ne
Ie me S — BIIKPUTHIi TEKCT, M e S — BIIKPHUTHI TEKCT, I € de q T2
reSyq Ta €€ S, — HesanexHi Buma- | o S, — He3aneXHi BUIAaIKOBI MOJi-
JIKOBI MOJIHOMH HOMMU
QITOPUTM PO3IIH(POBYBAHHS: ITOPUTM PO3IIN(POBYBAHHS:
D; (c) = cf (modg) mod 3, D; (c) = cf (modg)mod 3,
e ce Rn,q — mUpPOTEKCT e Ce Rn'q — mUPOTEKCT
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BpaxoByroun oOMeKeHHS 100 00CATY CTaTTi, IOBEACHHS OTpUMa-
HUX TBEPJPKEHb HE HABOJATHCS.

HMmoBipHicTh MOMHIKOBOro po3mM(pPYBaHHS TOBiTOMJIeHB. B
po6ori [4] nms NTRUENCrypt otpumano oninky iiMoBipHOCTI Py, (F, Q) =

=P, D¢ (Ey(m,r)) # m} 3a ymoBn, mo S, ={0}, mominomu F €S, 4 i
g€Sy1q € QikcoBaHuMHM, a KOCILIEHTH TIONIHOMIB M, I € HE3AIEK-

HHUMHU BUIIAAKOBHUMU BCIIMYHUHAMU, pO3HO}IiHeHI/IMH 3a 3aKOHAMHn
P(g; =1)=P(g; =-1)=d'n", P(g; =0)=1-2d'n"",

P(m; =) =P(m, =-1) =P(m; =0)=1/3, 1)

P(r,=1)=P(; =-1)=dn™", P(r; =0)=1-2dn""; )
2

Per (F.0) < 2nexpf-— -2, €

72(2d +2d '+1)
st madppocucremu NTRUCIpher mae miciie Take TBepmKeHHS.

Teepmxenns 1. Hexait F e Sga+ Se =10}, a KOeQIIiEHTH MOIIHO-

MIiB M 1 I € He3aJIeKHUMH BHIIAJIKOBUMH BEJIMYMHAMM, PO3IIONIICHUMHA
3a 3akoHamu (1) i (2) BignoBigHo. Tomi jans WMOBIPHOCTI
Per (F) =P D¢ (Ey (M, 1)) # m} cripaBennBa HEPiBHICTH

(9-8)°
72(2d +1)} ' )

B Tabx. 2 mig musku map (n,d) , meprmi ATk 3 SKUX PeKOMEHI0Ba-

Per (F) < 2nexp{-

Ho B [6], a nBi ocTanni — B [3], HaBeneHi 3navenHs —log, p,, Ans mmd-
pocucrem NTRUENcrypt ta NTRUCIpher; pu ribomy g = 2048.
Tabmuis 2

Pesynomamu oyinrosanus napamempis, wo Xapaxmepusyoms
4acmomy 6UHUKHEHHS NOMUNOK POSWUPDDYBAHHSA

(n,d) _Ing Per —|ng Per
(NTRUEnNcrypt) (NTRUCipher)
(401, 113) 160,49 357,69
(449, 134) 138,12 300,18
(677, 157) 99,24 254,32
(1087, 120) 75,84 334,92
(1171, 106) 73,28 380,29
(443, 143) 134,58 280,76
(743, 247) 74,28 157,92

Sk BUAHO 3 naHOT TaONHIll, 3HAUYCHHS HMOBIPHOCTI MOMUJIKOBOT'O PO-
sumdpysanns nopigomieHb mmppocucremun NTRUCIpher Ha nexinbka
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s . . . -357 —157
MOPSAKIB HMXKYA 1 3MIHIOETHCS B Me€Xax Bia 2 Io 2 BOJHOYAC,

KOJIM 3HaueHHs wiei imoBipHOCT s mmdpocucremu NTRUENCrypt 3mi-
HIOETBCSL B Mexkax Bim 220 o 27'*. Ilpu (n,d)=(401,113) B 060X

mH(pPOCUCTEMaX CIIOCTEPIraeThCsi HaiMEHIIa WMOBIPHICTH BHHHUKHEHHS
TTOMIJIOK PO3MIN(PYBAHHS MOBITOMIICHb.

YmoBu CPA-criiikocti mmdpocucrem. Haragaemo Bimome o3Ha-
yenHs: CPA-criiikocTi cumerpuyHoi MmmdpocucTeMu (IUB., HAIPHK-
naf, [5]). PosrisimaeThest Taka «rpa» MixK MPOTUBHUKOM 1 JOCIITHHKOM:

1) mochifHUK reHepye cekpeTHui Ko K ;
2) IPOTHBHMK MOJKE II0J]aBaTH HA BXij opakyna E, , mo 3aiiicHIoe 3amu-

¢bpyBaHHs, Oyab-sKi BIAKPUTI Ta OTPUMYBAaTH BiANOBIIHI mHQpOBaHi
MTOBIOMJICHHST;
3) NPOTUBHHK IOJA€ AOCTIJHUKY IIapy Pi3HHX IOBiJOMIEHb M, Ta M

OJIHAKOBOI TOBKHHU,
4) nocimigHUK BHUOWpae BHIAIKOBe piBHOMMOBipHe uucio be{0,1} Ta

TOBEPTAE NPOTUBHUKY IIH(POBaHE MOBIAOMIEHHA C = E, (m,) ;
5) IPOTHBHMK MOJXe 3BepTaTHCA 10 opakyda E, (K B 1. 2)) i HOBHHEH
BIJTHOBUTH 3Ha4eHHA b .
Iudppocucrema nazupaetbes (T,&)-CPA-cTilikO0, SKIIO Oyab-

SIKMIA aJITOPUTM BiTHOBJICHHS 3Ha4YeHHs D 3 IMOBIpHICTIO ¢ >1/2 y HaBe-
JICHIH «Tpi» BUKOHY€E HE MeHIne Hibk T omepamiii. CPA-CTIiiiKiCTh acuMeT-
PUYHHX MIM(PPOCUCTEM BU3HAYAETHCS AHAJIOTIYHUM YHHOM.

Bigomi HacTynmHi 0O0YMCIIOBAaNBHO CKJIQJHI 3ajadi, MOB’s3aHi 3
NTRU-noaioaumu nmdpocucremamu [7].

3amaya 1 (NTRU Decision Key Craking Problem) mossrae y
BCTaHOBJICHHI 3aKOHY PO3MOILTy BHIIQAKOBOTO eleMeHTa h , skuif 3 iMo-
BipHicTIO 1/2 :

e Mae piBHOMIpHHI pO3MOILT Ha MHOXHUHI R, , (rimoTesa H );

e (¢opmyerhes 3a mpaBuioM h=3r/f, ne r i f € He3anexHUMH BU-

IaJKOBUMH CIIEMCHTaMH 3 PIBHO HMOBIPHMM PO3MOJIIOM Ha MHOXH-
Hax S i Sy 4 AR BiANOBIAHO (rimoTesa H,).

3amaua 2 (NTRU Search Key Craking Problem) mossirae y Tomy,
mo6M JuIf 3a7aHol MHOXKMHM S, C S Ta 3rE€HEpOBAHOrO BUIIAJKOBOIO

piBHOMMOBIpHOTO enemenTa he R, BCTAHOBHUTH 3aKOHY PO3NOJLUIY BH-

MIAIKOBOTO €JIeMEHTa C , IKUH 3 iMOBipHicTIO 1/ 2 :
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* Mae piBHOMIpHHIi PO3MO/IiT HA MHOXKMHI R, , (rinotesa Hy );

e (¢opmyerscsa 3a npasmwioM c=3(hr+e), ne r i e € He3aICKHUMHU

BUIIAIKOBUMH €JIEMEHTaMH 3 PIBHOMMOBIPDHUM PpO3IMOJIIIOM Ha MHO-
’kuHax S i S, BigmosigHo (rimoTesa H,).

Bigomo [7], mo mudpocucrema NTRUENCrypt

e ¢ CPA-cTiiikor0 JHIIIe 32 YMOBH, 110 00u/Bi 3a1aui (1 i 2) € o6uuciio-
BaJILHO CKIIAJHUMHU;

e wmoxe He Oytu CPA-crilikoto, SIKIO 33a4a 2 HEe € O0YUCIIOBAIBLHO
ckJIaiHOI0 (Hanpuknag, komu S, ={0}).

JlpyruM pe3yabpTaToM L€l CTaTTi € HACTYITHE TBEPIKCHHS.

Teepmxenns 2. Hexait iciye CP-araka na NTRUCIipher 3i cknammicTio
T Ta ¥iMoBIipHicTIO ycmixy ¢ >1/2. Tonl icHye anroput™ po3B’si3aHHS 3a-
naugi 1 31 ckmagHicTio T + ¢ Ta WMOBIpHIiCTIO yemixy 1/2-(1+¢), ¢ =const .

Inmmmu cnoBamu, mmdpocuctema NTRUCipher ¢ CPA-criiikoro 3a ymMoBH
BHCOKOI OOYMCITIOBAIILHOI CKJIaJHOCTI JIvIIIe 3amaqi 1.

BucHoBku. Cumerpruna cucrema mudpysanas NTRUCIipher 6yy-
€Tbest oAi0HO 710 11 acumerpuyaHoro ananora NTRUENCrypt, ane Bukopu-
CTOBYE CEKPETHHH KIII0Y, 10 Ma€ BIBIYl MEHIIY IOBXWHY. 3HAUYCHHS
HMOBIpHOCTI MOMHIIKOBOTO po3umdpysants nosizomiexds B8 NTRUCipher

€ Ha JICKIIbKA MOPSIKIB HIKYC 1 3MIHFIOETHCSI B MEIKaX BiJl 2757 o 277

BOJIHOYAC, K 3Ha4eHHs wiel imoipHOCcTI s NTRUENCrypt 3smintoeTses

B mexxax Big 2% gm0 277*. Kpim Toro, mudpocucrema NTRUCipher e

CPA-criiikoro 3a Oinpm cnabkux ymoB B mopiBHsHHI 3 NTRUENCrypt.
Junst 3abe3nedeHHst CTIMKOCTI mepiiol MU(PPOCUCTEMH JOCTaTHBHO JIMIIIE
BUCOKOI 00YMCITIOBAIBHOI CKIIaTHOCTI 3a1adi 1, B TOH yac sk apyra mmd-
POCHCTEM € CTIHKOIO 32 YMOBH BHCOKOI CKIagHOCTI 000x 3amau 1 1 2 (i
MOXe OyTH HE CTIHKOIO y IPOTHJICKHOMY BHITAJIKY ).
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THE COMPARATIVE ANALYSIS OF NTRUCIPHER
AND NTRUENCRYPT ENCRYPTION SCHEMES

The asymmetric encryption scheme NTRUEncrypt proposed in 1996 and
is one of the fastest post-quantum encryption schemes. It is included in the
ANSI X9.98-2010 standard and is the prototype of cryptosystems’ wide class
with the same name, which security is based on the difficulty of finding short
vectors in some lattices. The cryptographic properties of NTRUEncrypt en-
cryption scheme are sufficiently explored and its latest modifications are pre-
sented at the current NIST competition to standardize post-quantum asym-
metric encryption, key encapsulation and digital signature.

One of the most important problem in the field of cryptology is the
design of symmetric encryption schemes, whose security, similarly to the
asymmetric one, is based on the complexity of solving only one particular
problem (for example, for RSA this is the problem of factorization of
numbers). Due to this, in 2017 the symmetric encryption scheme
NTRUCipher based on NTRUENcrypt was proposed. For it, a preliminary
security analysis was performed and a parameter selection algorithm was
proposed. At the same time, there are essential errors in the proof of CPA-se-
curity of the encryption algorithm NTRUCipher. Moreover, the problem of
comparative analysis of NTRUCipher and NTRUEncrypt encryption
schemes is not solved for security and practicality.

The purpose of this article is to conduct a comparative analysis of the
abovementioned encryption schemes and to prove correctly the conditions
that ensure the CPA-security of the NTRUCipher encryption scheme. A
certain result is analytical bounds of decryption failure probability in
NTRUCipher encryption scheme. This result is important for the proper
parameters’ choice of the encryption scheme in its practical implementa-
tion. It is shown that the decryption failure probability in the NTRUCipher

"7 to 27" while the value of this probability for the

NTRUENCrypt encryption scheme varies from 27**° to 27 . In addition,
the obtained bounds are not based on any heuristic assumptions.

Key words: post-quantum cryptography, NTRUEncrypt, NTRUCipher,
decryption failure probability, CPA-security.
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