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OBI'PYHTYBAHHS CTIMKOCTI NMOTOKOBOIO LUIN®PY
«CTPYMOK» BIAHOCHO KOPENALIMHUX ATAK
HAAQ CKIHHEHHMMU NONAMU XAPAKTEPUCTUKHN 2

IMoroxoswuii mrdgp SNOW 2.0 3anpononosanuii y 2002 p. six
anpTepHaTUBa TonepenHboi (Oiunpln ciaabkoi) Bepcii — SNOW.
Ha crorogni meit mudp € craHmapTU30BaHUM Ta SBISE co00IO
OJIMH 3 HaWOiIbLI MIBUAKUX MPOTPAMHO OPi€EHTOBAaHUX IIOTOKO-
BHX IHUQPIB.

Haii6inpm motyxuaumu 3 Bitomux atak Ha SNOW 2.0 € xope-
JSIIHHI aTaKy, CYTHICTB SIKMX MOJIATAE y CKIIaJaHHi Ta PO3B’sI3aHHI
CHCTEM JIiHIHHHUX PIBHSHB i3 CIIOTBOPEHHMH MPaBUMH YaCTUHAMH,
30KpeMa, CUCTeM DIBHIHb HaJ MOJISIMH HOPSAKY OLIbIIOro HixX 2.
He nuBnsyMch Ha NEBHMIT MPOTPEC y LbOMY HAIPsIMi, 3aJTHIIAI0Th-
cs HE BHpINICHUMH 3a1adi, MOB’s3aHi 3 PO3POOKOI0 METOMIB OLi-
HIOBaHHA Ta OOTpyHTYyBaHHs crifikocti SNOW 2.0-moxibHuX mo-
TOKOBHX MIMA(PIB BITHOCHO KOpeNsiiiHuX aTak. Ha choroaHi Bin-
CYTHI METOIH, SIKi JO3BOJITIOTE OOTPYHTOBYBATH CTIHKICTH 3a3Ha-
YeHHX MUQPIB BIAHOCHO BiIOMUX KOpENSLIHHMX atak Oe3mocepe-
JIHBO 3a MapaMeTpamMu X koMnoHeHT. KpiM Toro, crpo6a 3actocy-
BaTH Bijgomi MeTonu ouiHroBanHs criiikocti SNOW 2.0 BigHOCHO
KOpeALIHHAX aTak A0 IHIIMX MOTOKOBHX HIHM(PIB (HampUKIam,
mmdpy «CTpyMOK», SKHI 3allpONOHOBAHO B pOJIi KaHAWIATa Ha
Hal[lOHAIBHUN CTaHAapT WH(pyBaHHS YKpaiHH) HAIITOBXYETHCS
Ha TPYAHOIII, IOB’sI3aHi 3 pO3MipoM 3a/1a4, siki Tpeba po3B’sI3yBaTH
JUis oTpuUMaHHs oiHoK. Ha Bimminy Big SNOW 2.0, moGynoBaHo-

32
ro Haj rnojeM nopsiaky 27, mudp «CTpyMoK» 3aaeThesl HaJ 1Mo-

64 .
JIeM MOPSAKY 2 , IO HPU3BOAUTH JI0 HEMOXIIMBOCTI MPaKTHYHO-
0 3aCTOCYBAHH BiIOMHX IIEBHHX aJITOPUTMIB, 4aCOBa CKJIJHICTh

. . 32 37 64 ‘o iy
SIKMX 30UTBIIYEThCS Bix 27 +2° 10 2° JBIMKOBUX OIEpAarii.

Mera paHoi poOOTH — OOIPYHTYBaHHS CTiHKOCTI mHGpPY
«CTpyMOK» BITHOCHO IIMPOKOTO KJIACy KOPEIIIHHUX aTaK, SKUH
OXOILTIOE, 30KpeMa, BinoMi ataku Ha SNOW 2.0. OCHOBHUM pe3yJib-
TaTOM € TeopeMa, sIKa BCTAHOBJIIOE aHAJITHYHY OLIHKY IapaMerpa,
110 XapakTepu3ye eeKTUBHICTh KopemsiiiHux atak Ha SNOW 2.0-
noAiOHi mmdpu y TepmiHax ix kommnoHeHT. L{e 103BoJIs€ Ha MPaKTH-
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1l OI[IHIOBAaTH Ta OOIPYHTOBYBATH CTIMKICTh TakuX IIU(pIB BigHOC-
HO KOPEJBILIHHUX aTaK HaJl IOJSIMH XapaKTePUCTHKH 2.

KawuoBi cinoBa: nomoxosuti wugp, xopensyiinuii Kpunmo-
auanis, cucmema JiHiIHUX PIBHAHb 3i CHOMBOPEHUMU NPABUMU Ya-
cmunamu, o6rpynmysanns cmivkocmi, « Cmpymoxy.

Beryn. Haragaemo o3HauenHs kinacy SNOW 2.0-moniOHUX HOTOKO-
Bux mmdpis [1, 2], 10 sxux BigHocuThes mudp «Ctpymox» [3].

INo3Haunmo V, MHOXUWHY ABIHKOBHX BEKTODIB JOBXHMHM I > 2. 3a-
JlaMO Ha Wilf MHOXHHI CTPYKTYpY MOJISA MOPAAKY 2", Y3TOIKEHy 3 orepa-
mieclo ® TOKOOPAMHATHOTO OYJIEBOTO JI0JaBaHHs JBIHKOBHX BEKTODIB.
OTOTOKHUMO TaKOX 3BUYAHHUM YMHOM €IEMEHTH MHOXHUHH V, 3 I -po3-
PSAIHUMHU OIIMMH YUCIaMH Ta [TO3HAYMMO CHMBOJIOM + OIEpamilo aoja-

BaHHS IIMX 9UCEN 38 MOTyseM 2" .
3a o3HaueHHsAM [2] BXIIHUMH JaHUMH Ui MOOYIOBH TeHepaTopa
ramu r -po3psaaoro SNOW 2.0-moi0HOro NOoTOKOBOTO MIUGPY € IpHMi-

THBHHI MHorouneH ¢(z)=z"@® cnflzn_1 ® ... ®cy Han moeM ., Tijc-

TaHOBKa o :V, —V, Ta HaTypallbHe YUCIO U € Ln-2. I'eneparop ramu
ABJsIE COOOI0 CKIHYCHHUH aBTOHOMHHMI aBTOMAarT 3 MHOXHHOIO CTaHIiB
v," ><V]r2 , QYHKIII€IO0 TIepexo/IiB
N((X_gs X s we s X0 ) Uy V) = (X s Xpycgs oo s X0, X, +V, o)),
Ta (QYHKIIIEIO BUXOIIB
T (X1 Xn_gs oo X0 )y Uy V) = Xg @ (X +U) DV,
A€ Xgy oo Xp_gs ULV EV,, Xy =CqXq @ ... ®CyXy . OTke, 3HaK ramu B i -

My TaKTi BU3HAYA€ETHCA 3a IIOYaTKOBUM CTaHOM
((Xp_1) Xn_2s s Xg)s Ug, Vg) TEHEpaTopa 3a JONOMOIOI PEKYPEHTHHX
CHiBBIOHOMEHD  7; = X ® (Xj1fng +U)®V;, Uy = Xipu tVin Vi =

=o(u;), cpaBemmuBUX s ycix i =0,1, ...
Hanam BBaxkatumemo, 1mo r = pt, e p,te N, p,t>2,imiacrano-
BKAa o Ma€ TaKuil BUTJIS:

(23, 25) = (81(2), 8, (Z,))D, (23,.,2,) € F)Y, @
Jie S; — TiACTaHOBKA (BY30JI 3aMiHH) HA MHOXMHI V, , sIKa OTOTOXKHIOETh-
s 3 QJMTUBHOKO Ipymnoto mons Fy, i€l p, D — o0opoTHa MaTpuis

MOPSAKY P HaJ IOJIEM Fz..
3ayBaxkumo, o y mudpi «CTpyMOK» BUKOPHUCTOBYIOTbCS Taki Ia-
pamerpu [3]: t=8, p=8 (r=64), n=16, x=13. IlixcranoBka o
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Mae Buriin (1), ge By3nu 3aminu Ta Matpurl D 3amaroThcs Tak camo, sIK
y 6mokoBomy mupi «Kamuaay [4].

IMocranoBka 3agauvi ii orpumani pesyabraTn. HaiGinbin nortyx-
HHUMH 3 BifoMux cborogHi atak Ha SNOW 2.0 e kopensiiiini araku [5-8],
CIpPSIMOBaHI Ha BIJHOBJICHHS IIOYaTKOBOTO CTaHy JIIHIHOIO PETICTPY 3CY-
By (JIP3), 110 BXOANTH 110 CKJIaay TeHepaTopa, 3a IUQPYyBaIEHOIO I'aMoIo0.
B po6orti [9] onncano 3aranpHy cxeMy NOOYAOBH TaKMX aTak Ha JOBIJbHI
SNOW 2.0-noni6Hi mmdpu i mokazaHo, 10 yci BOHU 0a3yIOThCS Ha CKia-
JAHHI Ta PO3B’SA3aHHI NMEBHUX HACHIAKIB CHCTEMHU IHIMHAX DPIiBHSIHD i3
CHOTBOPEHUMH MMPABUMH YaCTHHAMU

ViV =X ®X Xy, @ X1 OXn @&, 1=0,1,..., )
zie
& = ((Xina +U) ® Xy @ o (U)) @ (X + X
O(Xisn Xy, DV;)), 1=0,1,..,

IIPAYOMY 3HAKU X, X 1, X

i+u —i_vi)(-B (3)

i 0 Xisn-1s Xipn JUHIHHOI peKypeHTH Yy (Qopmy-
mi (2) e BimomMumHu niHiHUMEH GYHKIisIMH TodaTKoBoro crany JIP3, a

SMIHHIL X, Xiin_1, Xin, U, Vi Y GopMyui (3) € He3anexHUMH BUIIAJKO-

BUMU BEJIMYMHAMU 3 PIBHOMIPHUM PO3MOJLIOM Ha MHOXKHUHI V, .

i+n?

BignoginHo 1o [9] Oyab-sika kopensiiiiHa aTaka Ha mudp BU3HAYa-
€TbCS JIOJIATHUM AUTBHUKOM I’ 4Hcia I Ta HEHYJIbOBHUM €JIEMEHTOM C
nonst F, imonsrae y CKIajianHi Ta po3s’s3aHHi MEBHOT CUCTEMH PiBHAHb

ren

Bix | =nr” mesimomux, e r'r
MU HaJ noiem F

=r, i3 CIOTBOPECHUMH MPABUMH YaCTHHA-
o » TIPHIOMY 3aKOH PO3MOJIiNy CIOTBOPEHb 77; Y TIPaBUX
YacTHHAX PiBHSAHb Ma€ TaKUH BUTIL;
Pini=2} = Z PiSi=x}, zeF,, 4)
xeF,: Tr:rr, (ex)=2
i=0,1,..,10e Tr:,'v () TmMo3HaYae (PYHKINIO CIiTy MO Fy B 1oJai Fy.

Jist omiHIOBaHHS CepeHbOI TPYAOMICTKOCTI aTakd i 00csATy MaTepi-
aiy (KUTBKOCTI 3HaKiB TaMM), TOTPiOHOTO UIA 11 yCIinmHo1 peaizarii, Mo-
YKHa BUKOPUCTOBYBATH HACTYNHUHN anropuTm [8].

AaroputmM 1.

Bxiani nani:
e HaTypajbHi yMcha n, p,t;
e uyycio k > 2, 1o € creneHeM JIBiiiKu;
e BepxHi oliHka A (K) mapamerpa

Aep(K)=2"Y @"Pip @ -@n =23-1°, (5)

zeF ,
2
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Ie 1y,...,7 € HEe3aJe)KHUMH BUIIAJKOBUMH BEJIMYMHAMH, PO3IOMINCHAMI
3a 3aKOHOM (4).
1. Toxnactu r" = pt(r) ™, I=nr", f=1+logk.
2. Jns xoxsoro |’ e 1,1 —1 obuncnuru
m, (k) = 2(A, (k) I'r'In 2,
1 ra-l)
T (k1) = (M. (K)k2 ¢ +r'(m.(k)+r12™)+270H0

3. O6paru 1*e1,1-1 Take, mo T, (k,I*) =min{T.(k,1):1"eL1-1}.

Pe3yabTar:

e gncno |* ¢parmeHTiB (TOBXHUHU I’ OiTiB KOXKHHIA) TOYATKOBOTO CTa-
Hy JIP3, sIKi BiTHOBIIOIOTHCS 32 JOTIOMOTOIO aTaKM;
® HIDKHS OIiHKa CepeTHbOI YacoBoi ckiaaaHocTi ataku T, (K,1%) ;
® HIDKHSA OLliHKa 00CsTry Marepiany
r(i-1% 1 1
N, (kI*)=k2 ¢ (21*r'In2)? (A, (k) ¢,
e TOTPiOHOTO JUIA YCHINIHOT peai3amii aTaku.

Jis toro, mo6 anroput™ 1 MokHa OyJI0 BUKOPHCTOBYBAaTH Ha IMPaK-
THIIi, TpeOa BMITH OI[IHIOBATH 3HAYCHHs TapaMeTpa (5) 3a guciaoMm ', erne-
mentoM C € F, \{0} Ta xommonenTamu mmdpy (Matpunero D i Bysnamu

3aMiHM §;, i€ 1,_p; muB. popmyiy (1)). OTxe, mocTae 3aadga OTPUMAaHHS

aHAJITUIHUX BEPXHIX OLIHOK mapamMeTpa (5) Oe3mocepenHpo 3a KOMIIOHEH-
TaMH aJIrOpUTMY LIKM(PYBaHHS Ta apaMeTpaMy KOpeIsILiiHOT aTakH.

Po3B’s30K 11i€i 3aqa4ui MICTUTh HacTymHa TeopeMa (OBEICHHS SIKOi
BUXOMTH 33 MEXKI CTATTI).

Teopema. 3a yMOB, 3a3HaUCHUX BHIIIE, CIIPABEJINBA HEPIBHICTH
{7
Ac,r'(k) < (2r' _1)(nmax) ) (6)
ae
Nmax = Max{n, y(s;) : (a, b) eV, xV, \{(0,0)},i €0, p—1}, (7

B(D") = min{wt(z) + wt(zD"): z € F,,” \{0}}, (8)

1 Oyap-akux a,beV,, ie0,p-1:
N (s) =max{] A} 0,0) [+ A} 0,1) || A", 0) | +] AL L 1) [},

(i,E) (U,U') _ 2—2t z (_1)(xl+y‘+u)a®x,a®si(y‘)b , U,U' 6{0, 1},

xllylevt'
msb(x;+y;+u)=u’
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Je msb(x, +Y; +U) € HalicTapmmil po3psaa CyMH LIIMX YHCEl, IO BiMo-

tot
BiJIAIOTh 3a3HaYEHUM JBIKOBUM BEKTOpaM JOBXMHH t, X;+Y;+U II03-

Hayae CyMy IIMX YHCEN 3a MofyieM 2.
BukopucroByroun Teopemy i aaroputm 1, OTpUMaEMo OLIHKH edek-
THBHOCTI KOpEeNALIHHUX aTak Haj noneM F,zs Ha mudp «CTpyMok» (Tab-

aunst). BigsHaummo, mo B IbOMy BHUIAagKy t=8, p=8, n=16,
B(D')=p+1=9,isx MOKa3ye MpsiMe OOUKCIIEHHS, 3HAaUeHHS TTapaMeTpa

. -4
(7) mopiBaroe N, =3-27".

Tabnuns
Pesynomamu suxonanns aneopummy 1 ons wugpy « Cmpymoxy (r' =8)
K | * log, T, (k,1*) log, N,. (k. 1%)
2 44 363,91 361,62
4 34 285,42 285,06
8 29 249,40 249,38
16 1 384,88 283,58

BucHoBkn. Pe3ynbrati o0unciIeHb, HaBeIeHI B TAOJIMII CBIIYATH PO

Te, Mo Oynb-sKa i3 3a3HaYECHUX KOpeNsiiHnX aTak Ha «CTPyMOK» Mae ce-

: : 249,4
PCAHIO YaCOBY CKIAAHICTh HE MCHIIIC HIXK 2 9.40

249,38

Ta 1otpedye He MEHIIe

HDK 2 3HaKiB Tamu. Lle CBiTUHUTH MPO MpaKTHYHY CTIMKICTH 3a3Hade-
HOro mudpy 3a YMOBH, 10 IOBXKKHA BIJIPi3Ky raMH, sika BUPOOISIETHCS TIPU

. . 80
Oymp-sikoMy (hiKCOBAHOMY KJTFOUi, HE ITEPEBHIILYE (HATPUKIAT) 2 .
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SECURITY JUSTIFICATION FOR STRUMOK
STREAM CIPHER AGAINST CORRELATION ATTACKS
OVER FINITE FIELDS OF CHARACTERISTIC 2

The stream cipher SNOW 2.0 was proposed in 2002 as an alternative
to the previous (weaker) version — SNOW. This cipher is standardized to-
day and is one of the fastest program-oriented stream ciphers.

The most powerful known attacks on SNOW 2.0 are correlation at-
tacks, the essence of which is to form and solve systems of noised linear
equations, in particular, over finite fields of order greater than 2. Despite
some progress in this direction, remain unresolved problems related to the
development of methods for evaluation and justification the security of
SNOW 2.0-like stream ciphers against correlation attacks. To date, there
are no methods that can justify the security of these ciphers against known
correlation attacks directly from the parameters of their components. In
addition, an attempt to apply known methods for evaluating the security of
SNOW 2.0 against correlation attacks to some other stream ciphers (for
example, Strumok, which is a candidate for National encryption standard
of Ukraine) faces the difficulties associated with the size of tasks that have

been solved. Unlike SNOW 2.0, constructed above the field of order 2%,

the Strumok cipher is set over a field of order 284 , which leads to the im-
possibility of practical implementation of some known algorithms, the time

complexity of which increases from 2% + 2% to 2** bit operations.

The purpose of this article is to justify the security of Strumok against
a wide class of correlation attacks, including known attacks on SNOW 2.0.
The main result is a theorem that establishes an analytical bound for pa-
rameter characterizing the effectiveness of correlation attacks on SNOW
2.0-like ciphers in terms of their components. This allows in practice to
evaluate and justify the security of such ciphers against correlation attacks
over finite fields of characteristic 2.

Key words: stream cipher, correlation cryptanalysis, system of noised
linear equations, security justification, Strumok.
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