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DEVELOPMENT OF THE COMBINED OPERATIONS METHOD
TO IMPROVE THE EFFICIENCY OF BLOCK ENCRYPTION

Real-time information protection requires the implementation
of special methods aimed at providing reliable and fast encryption
algorithms to protect personal and corporate information from un-
authorized access. With the growth of data volumes and the speed
of their processing, the importance of effective encryption methods
increases significantly. One of the common, reliable and well-
known encryption algorithms is AES (Advanced Encryption
Standard), also known as Rijndael, which is a symmetric block ci-
pher. AES has high efficiency and cryptoresistance and is suitable
for processing large volumes of data. The reliability and speed of
encryption and decryption using the AES algorithm depends on the
size of the key and the data.

This paper proposes to improve algorithm of symmetric block
encryption AES to provide faster data processing. The possibility
of combining mathematical operations that have a similar principle
of processing elements is shown. This approach made it possible to
reduce the processing time for data encryption and decryption
compared to known implementations. A comparative analysis of
the practical implementation of the standard and optimized AES
cryptoalgorithms has been carried out. The general principles of
the proposed method are to transform all two-dimensional arrays
into one-dimensional arrays, add auxiliary tables for ShiftRows and
MixColumns operations, and combine operations with similar ele-
ment processing principles. The simulation results showed that the
modified implementation of the AES algorithm demonstrates a re-
duction in processing time of up to 50% when encrypting and up to
75% when decrypting data compared to known results.

Key words: cryptographic data processing, symmetric block
cipher, optimization of data processing.

1. Introduction. Ensuring data safety and security are relevant in any
sphere of human activity, which is directly related to the implementation of
modern and advanced symmetric and asymmetric algorithms and methods
of cryptographic protection of information. One of the well-known and safe
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encryption algorithms, known as AES (Advanced Encryption Standard),
which is endowed with the properties of ease of practical implementation
and high reliability, is widely used for block symmetric data encryption [1].
Features of symmetric encryption is the processing of large amounts of data,
use of the same key for encryption and decryption operations, high reliabil-
ity of data protection [2]. However, when processing large amounts of data,
certain time delays are observed, which can be critical for some tasks. The
speed of data encryption and decryption using the AES algorithm depends
on the size of the key. Depending on the length of the key, the number of
encryption rounds and the time of round key generation also change. Even if
128-bit keys are used, there will be a noticeable time delay with large
amounts of data. Therefore, there are already many effective hardware and
hardware-software implementations for AES optimization [3-9]. It should be
noted that the optimization of the AES algorithm can be extended to the
operation of the symmetric block algorithm «Kalyna», which has become
the national encryption standard of Ukraine and ensures high dispersibility
of data and their mixing [10, 11]. It is also necessary to note the need to im-
prove the efficiency of symmetric block crypto-algorithms and develop new
methods to reduce processing time, which is associated with the constant
growth of data flows that are processed, including in real time [12]. The
analysis of the literature shows that the acceleration of data encryption and
decryption operations is mainly performed when additional hardware re-
sources are used. There are not enough software implementations to increase
the speed of data processing by AES algorithms [13]. Thus, there is a need
to improve the AES algorithm without significant changes in transfor-
mations that may affect the cryptographic strength of the cipher.

It is proposed to improve the AES symmetric encryption algorithm to
provide faster data processing. All modifications of the AES transfor-
mations do not reduce the high cryptographic strength of the cipher, and
their principles are described in detail in the paper. This practical imple-
mentation of the optimized algorithm shows the possibility of combining a
number of mathematical operations that have a similar principle of pro-
cessing elements, which allowed to reduce the processing time.

The main objective of the paper is to reduce the time of cryptograph-
ic processing of data in the symmetric block cryptographic algorithm AES
by optimizing mathematical operations and improving the software im-
plementation without reducing the cryptographic strength of the algorithm.

2. Method of optimization of procedural transformations. AES
encryption and decryption are based on four different transformations.
They are performed repeatedly in a certain sequence. The mathematical
foundations of the construction of the algorithm are described in [1, 14].
The processing time of round-robin data encryption and decryption pro-
cesses depends on the length of the encryption key.
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The article discusses ways to increase the speed of cryptographic da-
ta processing.

One of the ways to increase the data processing speed is to improve the
principles of working with the State matrix. The State matrix has a fixed size —
128 bits and 4 rows and 4 columns. The matrix is filled in by columns. After
round transformations, the result of encryption will need to be read from the
columns of the original array of encrypted bytes. This requires additional cal-
culations and loop initialization. It is proposed to fill the data block in the form
of a one-dimensional array, but also by columns Fig. 1.

State array

So0 | S0 | Soz

503

S| S0 | 812

S20 | S21 | S22 | S23

830 | S31 | 812 | 813

831 | So2 ‘ 812 ‘ 822 ‘ §32 | So03

513

| So.0 ‘ S10 ‘ Sa0 ‘ 830 | 8o, ‘ 811 ‘ 821 823 | 813

Fig. 1. Filling the modified State array

Note that the MixColumns and AddRoundKey operations work with
columns. Therefore, it will not be difficult to modify these transformations
to work with the changed state matrix. And it will not be necessary to con-
vert the matrix of the result into a string of data.

In addition to the modifications of individual round transformations,
it is possible to speed up the execution of encryption by combining them.
For example, if we combine two operations that have similar loops in the
program code, then it will go through half as many loop iterations, which
will significantly reduce data processing time. Therefore, for the practical
implementation of an optimized algorithm, it is necessary to combine op-
erations that have a similar principle of processing elements.

MixColumns is a complex procedure for mixing columns, where
each column of the State matrix is multiplied by a fixed polynomial. In
matrix form, it looks like this (1)

So 02 03 01 01]|s

s _ 01 02 03 01| s . 1)
S5 01 01 02 03||s,
S; 03 01 01 02 s,
InvMixColumns is a complex procedure of mixing columns where
each State column is multiplied by another specified polynomial (2)
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So Oe Ob 0d 09 | sy

s 09 0e Ob 0d]|ls

= : O]
S5 0d 09 Oe Obfs,

S; Ob 0d 09 Oe|l s,

To process one column, you need to perform 8 multiplication operations
for encryption and 16 operations for decryption. Then only for one round is
24/64 operations of multiplication by defined constants. Instead of implement-
ing such multiplication operations, you can use pre-calculated tables to find
the required value. To do this, you need to define 6 such tables — two for the
encryption process and four for the decryption process.

Let's write in the data line the results of multiplying all possible numbers
up to 1 byte (256 bits) by {02}. The same operations must be calculated for
other constants — {03}, {09}, {Ob}, {0d}, {Oe} (Table 1). In the software im-
plementation, it is necessary to initiate 6 tables of 256 bits each [15].

Table 1
An example of creating auxiliary tables for mixcolumns

The number to be multiplied
00]01|[02|03|04|05)|06]|07]08]09

00| 02|04 |06|08|0a|O0Oc|Oe|Oe]|12

Result of multiplication
by {02}

Result of multiplication
by {03} 00| 03|06 |05|0c|Of|0Oa|09]|18]1b

multiplication by {09}{09}, {0b}, {0d}, {0e}

Next, you need to find the required number in the table. The value of
the State array element will be the index which to search for the element in
the specified tables for MixColumns. This transformation should go
through 4 iterations. The AddRoundKey transformation must also go
through 4 iterations. Therefore, you can combine them into one function.
When encrypting, the MixColumns operation is performed first, then Ad-
dRoundKey, and the reverse is true when decrypting. In the last round,
you can't mix the columns to ensure the decryption of the text. A good
solution is to leave the AddRoundKey function, which will be applied
only in the last round of encryption.

It is also possible to speed up encryption execution by combining
separate cyclic transformations. In the practical implementation of the
optimized algorithm, it is suggested to combine operations that have a
similar element processing principle: MixColumns, AddRoundKey. This
implementation makes it possible to get rid of 36-48 (depending on the
number of rounds) iterations of passing cycles.

SubBytes is a byte swap operation. It works independently of each byte
of the data matrix using the S-box substitution table [15]. For example, if the
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element of the matrix s = {53}, then the substitution value will be determined
by the intersection of the row with the index «5» and the column with the in-
dex «3». The value of the element with is converted to {ed}.

In the S-box table, you can easily split the element value into two
parts and get the row and column indexes of the lookup table. The soft-
ware implementation requires mathematical transformations to separately
determine the first and second digits of the element. To solve this problem,
you can write the S-box table as a one-dimensional array of 256 elements.
Then there is no need to calculate row and column indices.

ShiftRows is an operation for ordering the elements of the State ma-
trix. It performs a cyclic shift of each row. The length of the cyclic shift in
each row is different. The zero row remains unchanged, in the first row
each element is shifted one position to the left, the elements of the second
and third rows are shifted two and three positions.

It is necessary to find a convenient and fast way to implement a cy-
clic shift for operation ShiftRows. A table of indexes can be created for
each element of the block [16]. This table will indicate where each ele-
ment should move. For example, if the zero row does not change, then the
Oth, 5th, 9th, and 13th elements should remain at the Oth, 5th, 9th, and
13th positions, respectively (Table 2):

Table 2
Changing elements in the shiftrows operation
Newindex o1 1]2]3|a|5|6|7|8|9|10{11]12|13]14]15
value
Old index 0|5|10[15\ 4|9 (14|38 13/ 2|7 |12|1]6 |12
value

InvShiftRows operation that performs a cyclic shift to the right by 1
element for the first row of State, by 2 for the second and by 3 for the
third. The null line is not changed. For the inverse transformation, you also
need to create an index table (Table 3) [16]:

Table 3
Changing elements in the invshiftrows operation
Newindex | o |41 213 |4|5|6|7|8|9]10{11]12|13] 14|15
value
Oldindex | o \13110|7| 4|1 |14|11|8|5|2|15|12| 9| 6 | 3
value

It is also proposed to merge the modified ShiftRows and SubBytes oper-
ations into a single function. This will reduce the number of cycles in both
operations. The software implementation will get rid of 160-224 (depending
on the number of rounds) iterations of the cycle. That is, thanks to this combi-
nation, instead of 32 iterations per round, we will already use 16.
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In Fig. 2. a simplified scheme of the optimized AES crypto-algorithm
is presented, where the decryption process will have a similar principle.

Encryption key Data
Ko —'i AddRoundKev |
index array for the
SubSh = || shirRows |
K H MixAdd —pp | |an amray of calculated
ratues for the MixColumns

SubSh
Kr M AddRoundKey

Key generation

Fig. 2. Filling the modified State array

3. Results of implementation of optimization of procedural trans-
formations. To determine the degree of optimization of the AES crypto-
algorithm, it is necessary to compare the time required for encryption and
decryption for two software versions of the algorithm — traditional and
improved. For the software implementation of the algorithm, an open-
source programming language, Python, was chosen. Performance evalua-
tion based on program execution time was performed in Windows 10.

To obtain comparative characteristics, studies were carried out for
AES keys 128 bits, 192 bits. The basis is text files of different sizes — 1
KB, 10 KB, 50 KB, 100 KB and 200 KB. This will allow us to estimate
the dependence of the processing time on the length of the message.

The simulation results of the modified encryption and decryption al-
gorithms are shown in the tables 4, 5.

Table 4
Results of algorithm optimization: encryption
Encryption
. AES-128 | AES-192
Data size, — - - — - .
traditi- | impro- | saving traditi- Impro- | saving
(Kb) : )
onal, ved, time, onal, ved , time,
© © (%0) (c) © (%0)
1 0,02 0,01 50 0,02 0,01 52
10 0,23 0,12 48 0,27 0,13 52
50 1,43 0,86 40 1,61 0,95 41
100 3,57 2,42 33 3,93 2,59 34
200 9,74 7,52 23 10,48 7,68 27
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Table 5
Results of algorithm optimization: decryption
Encryption
Data size, AES-128 | AES-192
(Kb) traditi- | impro- | saving traditi- | impro- | saving
onal, ved, time, onal, ved , time,
© © (%) ©) © (%)
1 0,05 0,01 76 0,06 0,01 75
10 0,52 0,13 75 0,62 0,15 76
50 2,87 0,93 68 3,37 1,06 69
100 6,45 2,51 61 7,43 2,73 63
200 15,53 7,74 50 17,35 7,89 55

Analysis of the results shows that decryption in a traditional crypto
algorithm takes twice as long as encryption. This is due to the greater
number and complexity of the multiplication operations of the
InvMixColumns transformation. Improving this function significantly im-
proves performance. In general, all minor modifications in the aggregate
give a significant result of optimizing both the encryption process and the
decryption process.

Graphs comparing the time required for encryption and for decryp-
tion of implemented crypto-algorithms (for the average key length — 192
bits) are given (Fig. 3, Fig. 4).

time, s

12

10

—AES

1

10

50

— — optimized AES

100

200

file size, Kb
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Fig. 3. Time required for encryption
of implemented crypto-algorithms
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time, s

20
18
16
14

——AES == optimized AES file size, Kb

Fig. 4. Time required for decryption of implemented crypto-algorithms

Studies have shown that the implementation of data processing opti-
mization procedures can significantly reduce encryption and decryption
time. The reduction in processing time depends on the size of the key and
the amount of data being processed. The modified of AES demonstrates a
significant percentage of time optimization — up to 50% when encrypting
and up to 75% when decrypting data.

An application for performing data encryption and decryption opera-
tions based on an advanced method has been developed (Fig. 5). The ap-
plication consists of choosing the encryption or decryption procedure, as
well as the key size and its generation. Features of the software implemen-
tation include a convenient graphical interface, support for Cyrillic charac-
ters, generation of a unique key and its recording in a file, the ability to
select a text file for further encryption, selection of the AES encryption
standard (128, 192, 256), use of the advanced AES algorithm.

3 Aes - u] X
Text:
Reading is an important part of my lfe. I love \mmersmg rrwself into an interesting story for an hour or two. For me a
book is not just a source of information, it is a world 1
TIOB{IOMACHHS YKDIHCEKOIO MOBOHD. Mepesip npouem n
Key:
JWCPIONKOUGISDUW ‘ ‘ Errrlay ‘
o
O 192-bic
O 256bit

[ oo ] [ oo ]

Fig. 5. Application for encrypting and
decrypting data with an advanced AES algorithm
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Encrypted text:

fUgMpkpGIeYICWhs-+18e4E4wt2IX3UBEESRCKVEGZ08PPSfVY Y-+Q2mPsBdri1 frTmHABWKz0 YLVBgoXwBnfzGbpcuvda
0q44xIWXKIHBcvisFHC/BHoUZ00pSkFBpzV3Z3an/losEHVCN 79 YggYOofCO6DRK3sn DfbPmslywXtDUABONHAN-+Gf
JOOhhvUbQviGoQWEUO0BNHICOMZER 751 k+C/
1hPMZpz+L11x3WfbIFktisbhwYjXHOHe13vQ4EMGVpZu3FxpPo0-HHUhvPQDaPQMx0QCkwcl DKKSigX053ba7Zo5uYDb
2utMM4 TavISLus9u4U1 Xxu Yw+oNBQCN30 TgZZC5TxL 04jaS4Wdel79¢1 CPgockk9EIhHaSXypxplrfBeWjAUWbngnH8
21 XAMZOwW?252zfSkffoa/ +0lhmiZiSgloblbelbZ CvzcefQmar TBeXi2aluYg==

a)

Decrypted text:

Reading s an important part of my Iife. 1love immersing myseff into an interesting story for an hour or two. For me 3
book is not just a source of information, it is a world I can visit.
MOBILOMNEHHR YKPaIHCHKOKD MOBOHO. M npouec wndpy T3 A bpy!

b)
Fig. 6. Fragment of the application windows
for encrypted (a) and decrypted data (b)
Thus, a new method for increasing the efficiency of processing block
ciphers has been proposed. This approach can be used in other block algo-
rithms to reduce data processing time.

Conclusions. The paper proposes a new method for optimizing the AES
algorithm. The new method is based on combining a mathematical data pro-
cessing operations that have a similar element processing principle. This made
it possible to reduce the time of data processing compared to the known im-
plementation. At the same time, the cryptographic stability of the cipher was
preserved. The features of the proposed method are the transformation of all
two-dimensional arrays into one-dimensional arrays, the addition of auxiliary
tables for ShiftRows and MixColumns operations. A study of the effectiveness
of the proposed method was conducted. A modified implementation of the
AES algorithm demonstrates a reduction in processing time of up to 50% when
encrypting and up to 75% when decrypting data compared to known results.
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PO3POBKA METO]Y KOMBIHOBAHUX ONEPALIA ONA

NIABULLEHHA E®EKTUBHOCTI BJIOKOBOIO LUIM®PYBAHHA

3axuct iHpopManii B peXuMi pealbHOro uacy mnorpedye peaiizamii
CHeliaIbHUX METOJIB, SKi CIPSIMOBaHI Ha 3a0e3leueHHs HAMIMHUX Ta
MIBUIKUAX JITOPUTMIB MIN(PYBaHHS JUIs 3aXHCTY MEPCOHATBHOT Ta KOPHO-
partuBHOI iH(opMallii BiZi HECAHKLIOHOBAHOTO JOCTYITY. 31 3pOCTaHHIM 00-
CATIB JJAHWX 1 MIBHIKICTIO iX 0OpOOKH, BaXIHBICTh Ta aKTyalbHICTh PO3-
pOOKHM e(peKTHBHUX METONIB IU(pPyBaHHS CyTTEBO 3pocrac. OmHuM i3
MOIINPEHNX, HAIIHHUX Ta BIiOMHX auroputmiB mudpysanHs € AES
(Advanced Encryption Standard), Takox Bimomuii sk Rijndael, sikuii € cu-
MeTpudHIM O10K0BMM mudpom. AES Mae BHCOKY e(heKTUBHICTD Ta KpHII-
TOCTIHKICTP 1 MIAXOAUTH TS OTPAIFOBAHHS BEIMKUX 00CATiB maHux. Ha-
IIfHICTh Ta MIBUAKICTH MU(PYBaHHS Ta JeMU(pPYBaHHS 3a JOMOMOIOI0
anroputMy AES 3anexuTs Bifi po3Mipy KII04a Ta JJaHUX.

B po0oTi NMpOMOHYETHCSI BIOCKOHAICHHS aITrOPUTMY CHMETPUYHOTO
610oxoBoro mmbpysanHs AES st 3a0e3nedeHHs mBUAIIOT 0OPOOKH AaHMX.
TlokazaHo MOXKITHBICTE KOMOIHYBaHHSI MATEMaTHYHUX OIIEpAalliii, IO MAaIOTh
CXOXHH TPUHIUT 00pOOKH eeMeHTiB. Takuil MmiaxiJ T03BOJIMB CKOPOTUTH
yac 00poOKH s mMdpyBaHHs Ta AeU(pyBaHHs JaHUX MOPIBHSIHO 3 BijIO-
MHMH pearizaisMi. [IpoBeaeHo NOpiBHAIBHIN aHaNI3 MPAKTHYHOI peaiza-
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il craHmapTHOTO Ta onTUMi3oBaHoro kpunroanroputmis AES. Ilporpamua
peanizamis anroputmy AES, sika 6GaszyBamach Ha ogimiiHIA crienmdikamnii
cTaHIapTy wudpyBaHHs, Oyna Moau}ikoBaHa I 3MEHIIEHHS 9acy 00po0-
KU JIaHUX 3 YMOBOIO 30epexkeHHs1 KpunTorpadiyaoi criiikocti mudpy. 3ara-
JIbHI TIPUHIMAIN 3aIPOTIOHOBAHOTO METOAY ITOJITAl0Th y MEPEeTBOPEHHI yCix
JIBOBHMIPHHX MacHBIB Ha OJHOMIpHi, 10JaBaHHI JOMOMDKHUX TaOnuIpb A1
onepaniii ShiftRows ta MixColumns, 06’eqHaHHI omepamiii 31 CXOXXUMHU
NPHHIOUIIAMYI ONIPAIIOBAHHS €JIEMEHTIB. Pe3ynpraTn MomemoBaHHS IOKas3a-
7, o MoaudikoBaHa peamizanisa amroputMmy AES neMoHCTpye cKOpoueHHS
yacy 00po0ku 10 50% npu mmdpysanHi Ta 10 75% npu pemudpyBaHHi Ja-
HHX Y IOPIBHSHHI 3 BITOMHUMH pe3yJIbTaTaMu.

KiouoBi cioBa: xpunmoepaghiuvna obpobka Oanux, cumempuuHuil
6r0K08UlL Wugp, onmumizayis 06poOKU OaHUX.
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AN ENSEMBLE METHOD FOR THE FRAUD
DETECTION IN TRANSACTIONS

In today's world, bank fraud has become one of the significant
threats to the financial stability and security of clients of financial insti-
tutions. The development of technologies, in particular in the field of
machine learning, opens up wide opportunities for building effective
systems for detecting and preventing fraud in the banking sector [1, 2].

Detecting fraudulent transactions is an important task that re-
quires thoughtful and technological solutions. One of these meth-
ods is the use of machine learning approaches and methods.

This paper proposes the use of an ensemble method that com-
bines several machine learning models at once. This approach will
reduce the probability of false positives and increase classification
accuracy. In addition, for the optimal operation of the model, pre-
processing of the data will be carried out, in particular, their nor-
malization, balancing of classes, as well as the selection of fea-
tures. During the research, it is important not only to achieve high
accuracy, but also to reduce as much as possible the number of
fraudulent transactions that will be mistakenly classified as nor-
mal [3]. This is related to the business requirements of the banking
sector, as each such transaction causes losses to the system's repu-
tation, as well as direct financial losses.
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